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Best Practices for Wireless Security
The wireless Local Area Network (WLAN) continuous to dominate the contemporary telecommunication landscape because of easy installation, convenience, cost efficiency, and increased mobility. Other ineffective networking technologies that include Ethernet are rapidly becoming obsolete because of the rapid proliferations of WLAN technologies (Waliullah & Gan, 2014). For example, the emergence of mobile phones continues to enhance the attractiveness of the wireless networks because of flexibility and mobility that emanate from wireless communication – devices (ibid). However, continued availability, mobility, and flexibility attributes of a WLAN entail fundamental challenges to an organization. 
Notably, the conventional WLAN entails significant security issues and dangers endeavor to hinder several network vendors from progressing in the wireless market realm. Currently, vendors are aggressive about refining security essentials, and consumers have developed an understanding of wireless security (Dhiman, 2014).  However, there are several misconceptions regarding the concept of wireless security technologies. This paper will attempt to focus on some of the misperceptions and present some significant topics that entail the aspects of wireless security in order to shade more light on wireless security fundamentals and how corporates can employ some best practices to gain benefits of wireless investments. 
Wireless Security Basics
The wireless communication systems endeavor to experience rapid revolutions that necessitate adequate security models to alleviate the dire ramification of WLAN threats. A wireless network is a network of devices that include mobile devices, printers, and computers that connect and share information with each other through wireless internet linking commonly referred as "wi-fi” (Burch, Mukkara, & Earl,  2015). The wireless communication models have distinctive elements that include the ease of installation, scalability, flexibility, and mobility to increase the attractiveness of WLAN (Dhiman, 2014). Therefore, a network administrator has an obligation to harness the efficiency of a wireless communication technology by devising an appropriate WLAN model and improve the authentication requirements. 
1) Wireless Communication 
  An integral wireless security basic ought to focus on the multiple forms of wireless communication infrastructures that include cellular system, Bluetooth network, wireless internet access, Radio Frequency Identification (RFID), and wireless sensor network. Importantly, a wireless network involves a linkage of several devices that include mobile devices, printers, and computers to connect and share information with each other using a non-physical medium (Burch, Mukkara, & Earl,   2015). The goal of wireless communication systems is to create a high-speed connectivity and expand the internet access to several locations. Ordinarily, the wireless communication facilitates access to the areas not covered by the traditional wired networks. 
Specifically, a Bluetooth Communication is a prototype of a wireless communication that has gained traction because of the ability to establish a personal networking. A Bluetooth Communication hinges on the “802.15 networking standard” to create a small Personal Area Network (PAN) (Loudon & Loudon, 2014). A personal area network can links multiple numbers of devices within a small area of 10 meters using radio waves and low-power transmission capability (Durge& Bhagat, 2014). A specific Bluetooth Communication can link wireless phones, printers, or a personal computer to transmit a maximum of 722 Kilo-bytes per second (Kbps) in a 2.4-GHz band. 
Similarly, a Wireless Internet Access (Wi-Fi) utilizes the “802.11 set of standards” to facilitate transmission of different size of data at a high speed. The smartphone devices entail an In-built Wi-Fi to enhance accessibility to a WLAN (Olenewa, 2014). The WLAN networks capitalize on an access point, which is a special box containing radio receiver, antennae, and transmitter to link the various nodes. Further, the access point provides a bridge to gap the wired LAN and wireless- LAN networks. 
Lastly, a cellular system has been a critical model of wireless revolution because of the proliferation of the smartphones. The use of digital cellular systems relay on a Global System for Mobile Communication (GSM) to provide an international roaming facilities (Loudon & Loudon, 2014). The modern cellular systems are designed to integrate the 3-G and 4-G connections to enhance the efficiency of a wireless communication system. 
2) Wireless Authentication 
However, enhancing the security of a wireless communication system to hedge against the susceptibility of the system and exposure of sensitive information is a critical issue in the contemporary system. The wireless communication systems are becoming vulnerable to external and internal threats, which exert significant pressure to the system administrators and developers (Dhiman, 2014). The designs of the wireless communication system seek to devise protocols to control access to the system by detecting, prohibiting, and limiting the entry by a user (Loudon & Loudon, 2014). Therefore, an authentication intervention concerns with instituting an elaborate measure to facilitate users’ access to a network as well as confirming the identity.  
Notably, system authentication hinges on multiple protocols to enhance the security, integrity, and confidentiality of a wireless communication system. For example, some of the best authentication aspects such as per-user authentication and per-session mutual certification enhancements are critical approaches that a system administrator pays a critical attention to during the formulation phase (Loudon & Loudon, 2014). A password model can facilitate a system administrator to achieve a per-user authentication because it allows access to the system only when a user provides special pattern (Olenewa, 2014). A password pattern is a sustainable authentication protocol because it permits access to specific files in a system (Durge& Bhagat, 2014). However, a password protocol can hamper users’ productivity when they forget the initial pattern, sharing with unauthorized persons, or provide an easy-to-guess pattern. Ineffective password compromises the security of a wireless system because it permits sniffing, social engineering, and myriad access-control attacks. 
Similarly, a per-session authentication protocol provides a reliable system to mitigate the limitation of a password system because it capitalizes on new technologies. The prominent per-session authentication includes a token, smart card, and biometric identification (Loudon & Loudon, 2014). A token intervention entails assigning a user with a physical device for use to prove his or her identity (Durge& Bhagat, 2014). Alternatively, a biometric authentication is a relative complex and efficient protocol because it authorizes access to a session by reading and interpreting individual human traits that include fingerprint, voices, and irises (Waliullah & Gan, 2014). The selected human traits are specific to an individual user, which guarantee the security of the system. 
Wireless threats
Types and Sources of Security and Privacy Issues in a Wireless Security Networks
The wireless security systems are relatively more vulnerable to intrusion than the wired system because the type of transmission modules used. The profound wireless threats emanate from inadequate knowledge and skills by the end users to institute effective security protocols (Waliullah & Gan, 2014). Secondly, a wireless security faces issues that include access-control attack that entails an attempted bypassing of the inherent firewalls and filters in the system (ibid). Notably, failure to activate a Wired Equivalent Privacy (WEP) to the entire access points running with default configurations (ibid) is key issue toward access-control threats in the system.  However, overreliance to a WEP system fails to achieve the best returns because the encryption keys are easier to crack, which hampers reliability of a wireless access point. 
	Similarly, the wireless system faces integrity attack that affects the quality of data during transmission. The integrity attacks are common in wireless security concern because an intruder attempt to manipulate the current information by deleting and altering the data content (Waliullah & Gan, 2014). A session-hijacking is dire integrity issue in a wireless system because an intruder takes an authentic session away from a legitimate user (ibid). A data deletion is another form of integrity-related threat to a wireless security that emanate from a delayed signal from intentional manipulation by an intruder who aim to prevent it from reaching to a legitimate end-user. The attacker also tends to delete some or the entire data in a wireless system without the knowledge of the sender concerning the delayed transmission in the system. 
Wireless Security Tools
1) Wireless Equivalent Privacy (WEP)
WEP is a wireless security protocol that beefs up security to wireless local area networks (WLANs) operating on the 802.11 Wi-Fi standards. It works by enabling WEP algorithm to a wireless communication in order to prevent eavesdropping and to prevent unauthorized access. A WEP relies on a secret key known as a stream cipher to encrypt the wireless networks (Adnan et al. 2017). The stream key merits because it send out an initial vector that start with a RC4 IV, which allows the receiver to obtain and interpret the original data using an XOR operation. Therefore, a Wireless Equivalent Privacy merits as an encryption protocol because it aims to facilitate information disclosure in a wireless communication system and improve the integrity of the data. 
2). Service Set Identifier (SSID) 
Another important security tool to harness the efficiency of a password protocol intervention concerns to a Service Set Identifier. A Service Set Identify aims to distinguish an individual wireless local area network using a minimum of 25 special characters (Dhiman, 2014). An Access Point in a wireless communication system plays an integral role because it determines the name of a particular WLAN and bolsters the control processes (ibid). An attack on the Service Set Identifier triggers the Access Point to deny access to the wireless service area, which enhances the security of the system. Any inconsistencies that regard to the Service Set Identity from the user and the one provided by an Access Point are tantamount to an automatic rejection (ibid). Therefore, a legitimate user ought to verify his or her password pattern provided initially to warrant the system to grant access to service areas. 
Wireless Security Solutions and Policies
1) Potential Solutions for Wireless Security
 The solutions selected to address on the issues regarding wireless security are based on explicitly the type of LAN wireless being accessed inclusion of the prerequisite of data encryption. Solutions such as Wi-Fi Protected Access 2 (WPA2), Wi-Fi Protected Access (WPA), and Virtual private networking (VPN), (Kumar et al. 2016) have gained traction among the system administrators because of the high effectiveness in hedging against illegal access to a system’s service area. 
Specifically, a system administrator should opt to utilize a Wi-Fi Protected Access 2 (WPA 2) as opposed to an ineffective Wireless Equivalent Privacy (WEP). A WEP tool is susceptible to multiple security breaches because it relies on a plaintext encrypt the data intended to an end-user (Dhiman, 2014). However, an intruder using two-cipher text XOR operation is likely intercept the set of data inherent in a wireless communication system, which jeopardizes the integrity of the data (Waliullah & Gan, 2014). Therefore, a WPA-2 provides robust encryption standards because it uses a backward algorithm capability to harness the data protection (ibid). Besides, a WPA-2 encourages the users to formulate large, strong, and complex passwords that are difficult for an intruder to predict. 
2) Policies for Wireless Security
Wireless security policies are significant security practices especially when incorporated with inclusive wireless management and used regularly across the all-inclusive wireless security realm.  An organization should integrate best practices that require setting diverse security policies for different entities, companies, customers, partners, and visitors in a cost-effective manner using a solitary access point to sustain these several distinct entities albeit diverse security sets (Waliullah & Gan, 2014). The security policies merit because they consist of statements that consider the prevalence of information risks, influence development of reliable mechanisms to achieve the security objective in holistic manner (Loudon &Loudon, 2014). The robust security policies also consider the cost of implementing the stipulated mechanisms to ensure cost-effectiveness during the implementation phase. 
Further, the security policies focus on facilitating an identity management using the existing business models and technology to harness the identification processes. A notable identity management policy includes establishing different categories of users and identification systems (Loudon &Loudon, 2014). An identity-based policy ought to influence the existing technologies to protect the users and specify the portion allowed (ibid). Importantly, elaborate security policies endeavor to integrate an access rule and acceptable-use stipulation to achieve optimum benefits. 
Practical steps in wireless security
Clearly, wireless security is something that needs to be planned for right from initialization, implementation, deployment, and maintenance (Shinde & Awasthi, 2015). The profound practical interventions to yield positive outcomes include providing a default SSID, use of Virtual Private Networks (VPN), stringent enforcement of the security policies, and regular review of the existing detection models (Dhiman,2014). Evidently, the use of a SSID mechanism in a wireless communication system has numerous advantages that include improving the reliability of the password protocol and access-control because inconsistencies facilitate the system to raise a red flag about a potential infringement (ibid). Moreover, a VPN enhances the security because it authenticates users using intricate encryption capabilities that eliminate eavesdropping issues. 
Outsourcing wireless security
Entities embark on enlisting the help of an outsourced managed security with an aim to achieve efficiencies. Loudon & Loudon (2014) reveal an increasing trend toward IT outsourcing that entails an economic decision to contract an offshore entity to provide custom security software. The U.S. entities resolve to outsource some of the integrated services, support software, and other middleware necessary to enhance effectiveness in a large corporation. The economic gains are the primary prompts toward outsourcing because of the low operation cost associated with the offshore companies (ibid). Moreover, some of the offshore companies have superior competencies concerning security management, which allows the contracting entity to benefit from cheaper offshore sources.
Conclusion
It is possible for your WLAN to be secure. An effective method is to apply the security measures discussed here accordingly, following thorough analysis of business necessities and risks. Utilizing any type of network securely is continuously a juggling act, forming a middle ground between security for security's regard and sensible protection of mission critical assets. WLANs are in no way different. Securing your wireless LAN should be a primary priority for each of us interested in keeping the data safe and secure. Besides, an organization has a fiduciary obligation to institute robust mechanisms that to achieve its security goal.
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